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Abstract: 

 

Purpose: The aim of this article is to analyse contemporary cyber threats affecting transport 

infrastructure and to identify the key organisational, technological and legal factors 

influencing the strengthening of its cyber resilience. A further aim is to develop an original 

model to strengthen the cyber resilience of transport infrastructure, taking into account 

contemporary security management standards and the requirements of applicable 

regulations. 

Design/Methodology/Approach: The study employed critical analysis and synthesis of 

academic literature, analysis of legal acts, norms, and standards in the field of cybersecurity, 

and analysis of reports on contemporary cyber threats. A comparative method and a 

conceptual modelling method were also employed, resulting in an original model for 

strengthening the cyber resilience of transport infrastructure. The research question was 

formulated as follows: What organisational, technological, and legal measures are key to 

strengthening the cyber resilience of transport infrastructure in the context of contemporary 

cyber threats? The research hypothesis posits that effectively strengthening the cyber 

resilience of transport infrastructure requires an integrated approach encompassing risk 

management, the implementation of modern security technologies, the development of staff 

competencies, and cooperation between infrastructure operators and entities responsible for 

cyberspace security. 

Results (Findings): The analysis showed that the increasing digitalisation of transport 

heightens the infrastructure’s vulnerability to cyber threats, particularly ransomware attacks, 

threats to OT/ICS systems, supply chain attacks, and hybrid operations. At the same time, it 

was found that building cyber resilience effectively requires a comprehensive approach 

encompassing risk identification, preventive measures, continuous monitoring, effective 

incident response, and the systematic improvement of security processes. The proposed 

model constitutes a coherent framework for managing transport infrastructure cybersecurity. 
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Practical Implications: The results presented in this article can be utilised by transport 

infrastructure operators, TSL sector enterprises, public administration and entities 

responsible for the protection of critical infrastructure when designing and improving 

cybersecurity management systems. The developed model can support risk assessment, the 

planning of preventive measures, and the building of organisational resilience in accordance 

with the requirements of the NIS2 Directive and international security standards. 

Originality/Value: The value of this article lies in the development of an original model for 

strengthening the cyber resilience of transport infrastructure, integrating organisational, 

technological and legal aspects. The model structures the cybersecurity management process 

in the transport sector and may serve as a reference point for both further academic research 

and practical measures undertaken by organisations responsible for operating transport 

infrastructure. 

 

Keywords: Cyber resilience, cybersecurity, transport infrastructure, critical infrastructure, 

risk management, NIS2, transport security. 
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1. Introduction 

 

The ongoing digitalisation of the transport sector means that transport infrastructure 

is becoming increasingly dependent on advanced ICT systems, operational 

technology (OT), Internet of Things (IoT) solutions, artificial intelligence and cloud-

based data processing services. Modern traffic management systems for road, rail, 

air and maritime transport enable greater transport efficiency, improved safety and 

optimised logistics processes. At the same time, the rapid development of digital 

technologies is increasing the vulnerability of transport infrastructure to cyber 

threats, which are increasingly part of hybrid operations targeting states and 

operators of critical infrastructure. 

 

Transport is one of the sectors of fundamental importance to the functioning of the 

economy and national security (Skóra and Bogusz, 2025, p. 126). Transport 

companies are a vital component of the national economy (Łukasik and Olszańska, 

2016). Transport plays a significant role in the development of global economic 

relations. It is important to invest in modern transport infrastructure, which will 

streamline the transport process and enhance its safety (Kempa, 2018). In many 

cases, transport remains a source of competitive advantages linked to access to 

factors of production, as well as benefits arising from the streamlining and 

integration of production processes (Majewski, 2021, p. 16). Transport infrastructure 

is man-made and fulfils a wide range of functions, including meeting specific socio-
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economic needs and implementing transport policy objectives (Kaczyńska and 

Korycińska, 2021, p. 320).  

 

Disruption to the operation of traffic control systems, logistics centres, transhipment 

terminals or ICT infrastructure can lead to serious social, economic and military 

consequences (Bogusz, 2023, p. 146). Contemporary cyber-attacks are no longer 

limited solely to data theft or the temporary paralysis of IT systems. Increasingly, 

their aim is to disrupt the continuity of critical infrastructure, destabilise supply 

chains and create a psychological impact on the public. As a result, cyberspace has 

become one of the main arenas of contemporary strategic rivalry, particularly in the 

face of modern threats (Kadlubek et al., 2022; Velinov et al., 2023).  

 

A particular challenge remains the growing professionalism of cybercriminal groups, 

the development of Ransomware-as-a-Service (RaaS) models, the use of artificial 

intelligence to automate cyberattacks, and the increasing number of incidents 

targeting industrial control systems (ICS/SCADA). At the same time, organisations 

responsible for operating transport infrastructure are obliged to meet new 

requirements arising from the NIS2 Directive, the DORA Regulation, the ISO/IEC 

27000 series of standards, and national regulations concerning the protection of 

critical infrastructure. This means that comprehensive cybersecurity management 

systems must be implemented, based not only on technical solutions but also on 

appropriate organisational procedures, risk management and the development of a 

security culture. 

 

The literature on the subject increasingly emphasises that effective protection of 

transport infrastructure requires a shift from the traditional security model, which 

focuses on incident prevention, to a model of cyber resilience, which assumes an 

organisation’s ability to anticipate threats, maintain business continuity, respond 

effectively to incidents and rapidly restore systems following an attack. This 

approach aligns with the concept of critical infrastructure resilience, which is one of 

the fundamental pillars of modern national security. 

 

It is worth bearing in mind that the threat to transport infrastructure from terrorist 

attacks worldwide is quite significant. The most important factors are effective 

cooperation between the relevant services, early threat detection and preventing a 

specific terrorist attack from taking place (Nowacki, 2012, p. 173).  

 

2. Contemporary Cyber Threats to Transport Infrastructure 

 

The ongoing digitalisation of the transport sector has made cybersecurity a key 

element in ensuring the continuity of critical infrastructure operations. Modern 

transport systems utilise advanced ICT technologies, Internet of Things (IoT) 

solutions, industrial control systems (ICS/SCADA), intelligent transport systems 

(ITS) and cloud-based data processing services. The integration of information 

technology (IT) with operational technology (OT) enhances the efficiency of 
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transport management, whilst significantly expanding the surface area vulnerable to 

potential cyber-attacks. Consequently, the transport sector has been recognised by 

the European Union as one of the sectors of the utmost importance for national 

security and the resilience of critical infrastructure (ENISA, 2026). 

 

Transport infrastructure comprises road, rail, air, maritime, and inland waterway 

networks, together with traffic management systems, control centres, logistics 

terminals, and ICT systems that support transport operations. The ever-increasing 

number of devices connected to networks means that cyberspace is becoming yet 

another arena for activities aimed at disrupting state functioning (ENISA, 2025). 

Contemporary hybrid conflicts demonstrate that disrupting transport infrastructure 

can have effects comparable to a conventional attack on physical infrastructure, 

leading to the disruption of supply chains, hindering military mobility, and reducing 

access to essential services for the public (Lewis, 2023). 

 

Ransomware attacks remain among the most frequently identified threats; they 

involve encrypting a company’s or an infrastructure operator’s data and demanding a 

ransom for its recovery. In the transport sector, such incidents can result in the 

shutdown of booking systems, traffic management systems, and the operations of 

transhipment terminals or logistics centres.  

 

The growing number of such incidents stems from the high level of digitalisation 

among transport companies and their strong links with IT service providers. Attacks 

targeting OT systems are particularly dangerous, as a failure in these systems can 

disrupt the control processes for transport infrastructure equipment (CISA, 2024). 

Respondents' opinions on the most serious type of threat to their organisation are 

presented below. 

 

Figure 1. The most serious threats to organisations. 
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Source: Report: Cybersecurity Trends 2026, Xopero 2026. 
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Distributed Denial of Service (DDoS) attacks also remain a significant threat; their 

aim is to prevent access to digital services by overloading ICT infrastructure. In the 

transport sector, the consequences of such attacks include the unavailability of 

ticketing systems, passenger information systems, logistics platforms and transport 

management portals. DDoS attacks are increasingly part of broader hybrid 

campaigns aimed at destabilising state functions and creating a psychological impact 

amongst users of transport infrastructure (ENISA Threat Landscape, 2025). 

 

Attacks on industrial control systems (ICS/SCADA), which are responsible for 

managing railway signalling, air traffic, seaport operations, and the automation of 

road infrastructure, constitute a particular category of threat. Unlike traditional 

cyber-attacks targeting IT data, attacks on OT systems aim to disrupt technological 

processes. This can lead to the suspension of rail services, errors in equipment 

control, failures in the energy infrastructure powering transport, or threats to 

passengers’ lives. The integration of IT and OT environments means that effectively 

securing infrastructure requires integrated cyber risk management methods. 

 

Threats related to the manipulation of satellite positioning system signals 

(GNSS/GPS spoofing and jamming) are also becoming increasingly significant. 

Interference with navigation signals can affect the operation of civil aviation, 

maritime navigation, road transport and autonomous systems. In the context of 

hybrid conflicts, such actions are used as an element of electronic warfare, thereby 

disorienting users of transport infrastructure without the need for conventional 

kinetic operations. This phenomenon is particularly evident in regions affected by 

geopolitical tensions (EASA; IMO). 

 

Contemporary cyber threats are not limited solely to individual organisations. 

Increasingly, cybercriminals are targeting entire supply chains and entities 

collaborating with transport infrastructure operators. Supply chain attacks involve 

exploiting vulnerabilities in software suppliers, equipment manufacturers, or 

subcontractors that provide IT services. As a result, a single security vulnerability 

can disrupt operations across multiple organisations simultaneously. The NIS2 

Directive places particular emphasis on managing supplier-related risks and building 

the resilience of the entire transport ecosystem (Oka, Hromada, and Jasek, 2026). 

 

Rail, air and maritime transport rely on complex digital systems for traffic 

management, logistics, planning and so on. Attacks targeting such systems can 

disrupt the transport of people and goods, paralyse supply chains, and even cause 

transport disasters, sowing chaos and panic (Xopero Report, 2026). The growing 

number of cyber incidents confirms that the transport sector has become a priority 

target for cybercriminals and state-sponsored groups. According to ENISA’s 

analysis, transport is among the critical infrastructure sectors most frequently 

affected by cybersecurity incidents, a result of ongoing digitalisation and the sector’s 

significant economic and military importance. This means that cyber resilience must 
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be built not only at the level of individual organisations, but also across entire 

national and international transport systems. 

 

The analysis indicates that the nature of cyber threats in the transport sector varies 

with the type of infrastructure, the extent of its digitalisation, and the importance of 

ICT and operational systems in ensuring the continuity of transport processes. 

Although there are common categories of threats, such as ransomware, DDoS 

attacks, phishing, interference with OT systems and attacks on the supply chain, 

their potential consequences can vary significantly across road, rail, air and maritime 

transport.  

 

Of particular significance here is the dependence of individual transport sectors on 

control, communication, and positioning systems, the disruption of which may lead 

not only to economic losses but also to reduced continuity of transport services and a 

threat to human safety. To provide a concise overview of the most important 

differences, the table below summarises the key digital systems, characteristic cyber 

threats and their potential consequences for the various modes of transport. 

 

Table 1. Characteristics of cyber threats in selected transport sectors 

Mode Key systems Examples of threats 
Possible 

consequences 

Rail 
ERTMS/ETCS, GSM-R/FRMCS, control 

systems 

ransomware, DDoS, 

interference with OT 

traffic 

disruption 

aviation ATM, GNSS, airport systems 
spoofing/jamming, 

ransomware 

disruption of 

operations 

maritime AIS, ECDIS, port systems spoofing, malware 
port 

disruptions 

road ITS, V2X, traffic management systems 
DDoS, IoT device 

hijacking 

traffic 

disruption 

Source: Own analysis. 

 

Table 1 presented indicates that cyber threats in the transport sector should be 

analysed both from the perspective of threats common to the entire sector and the 

specific characteristics of individual modes of transport. In rail transport, threats to 

traffic control systems and OT infrastructure are of particular significance, whilst in 

air transport, air traffic management systems, airport infrastructure and satellite 

navigation systems remain key areas of risk. In maritime transport, navigation, port 

and cargo-handling systems require special protection, whilst in road transport, 

intelligent transport systems, IoT infrastructure and vehicle-to-infrastructure 

communication solutions are becoming increasingly important. 

 

This diversity means that it is not possible to apply a single, uniform set of security 

measures to all elements of transport infrastructure. A cybersecurity management 

system should take into account the nature of the processes being protected, the 
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technologies used, the interdependencies between IT and OT environments, and the 

potential consequences of a loss of availability or integrity of individual systems. At 

the same time, a common element across all the sectors analysed remains the need to 

ensure the ability to identify threats, prevent incidents, detect them rapidly, mitigate 

their effects, and subsequently restore key transport functions. 

 

These factors justify the need for an integrated approach to managing transport 

infrastructure cybersecurity, combining organisational, technological and legal 

solutions. This serves as a starting point for further analysis of contemporary 

regulations and technologies that support the development of cyber resilience in the 

transport sector. 

 

3. Cybersecurity Management of Transport Infrastructure in the Light of 

Contemporary Regulations and Technologies 

 

The rapid development of digital technologies has meant that the security of 

transport infrastructure is no longer equated solely with the physical protection of 

facilities and equipment (Thomas et al., 2025). Modern transport systems are heavily 

reliant on information and communication technologies, industrial control systems 

(ICS/SCADA), Internet of Things (IoT) solutions, artificial intelligence and cloud 

services. The growing integration of operational technology (OT) with information 

technology (IT) enhances the efficiency of transport management but also creates 

new attack vectors that require a comprehensive approach to cyber risk management 

(Humayed et al., 2017). 

 

Risk management remains a fundamental element of an effective cybersecurity 

system. In accordance with the ISO/IEC 27001:2022 standard, this process involves 

the identification of assets, threat analysis, vulnerability assessment, determination 

of the risk level, and the implementation of appropriate security measures (ISO/IEC 

27001:2022). In the case of transport infrastructure, it is particularly important to 

take into account the interdependencies between IT systems and the equipment 

responsible for controlling rail, air or road traffic. The failure of a single component 

can trigger a cascade effect that affects many elements of critical infrastructure 

(Stouffer, Pillitteri, Lightman, Abrams, and Hahn, 2023). 

 

In recent years, significant changes have also taken place in the European 

cybersecurity regulatory framework. The NIS2 Directive has significantly expanded 

the list of entities required to implement information security management systems, 

to include transport infrastructure operators, logistics companies and digital service 

providers (EU Directive 2022/2555). Compared with the previous directive, the 

responsibilities of an organisation’s management, incident reporting obligations and 

requirements for risk management across the entire supply chain have been 

increased. This regulation also emphasises the need to implement organisational, 

technical, and training measures to build cyber resilience (Carrapico and Barrinha, 

2023). 
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A key element of cybersecurity management for transport infrastructure is 

implementing a Zero Trust architecture. This model involves a shift away from the 

traditional approach that relies on trusting users within the organisation’s network. 

Every user, device and application is subject to continuous verification, regardless of 

location. This approach is particularly relevant in distributed environments, 

including traffic control centres, logistics terminals, ITS systems and Internet of 

Things devices used in transport. Research by Rose and co-authors indicates that 

implementing a Zero Trust architecture significantly limits an attacker’s ability to 

move within the network and reduces the impact of a potential incident (Rose, 

Borchert, Mitchell, and Connelly, 2020). 

 

Increasing importance is also being attached to the functioning of Security 

Operations Centres (SOCs) and Computer Security Incident Response Teams 

(CSIRTs). The role of these units is to monitor ICT infrastructure around the clock, 

analyse security events, detect anomalies and coordinate incident response activities. 

In the transport sector, the use of SIEM systems and SOAR platforms automates log 

analysis across multiple sources and reduces the time required to detect threats. The 

literature emphasises that the effectiveness of a SOC depends not only on the 

technologies used, but also on the competence of staff and the quality of 

organisational procedures (Ahmad, Maynard, and Park, 2014). 

 

Artificial intelligence plays a significant role in building the cyber resilience of 

transport infrastructure. Machine learning algorithms are used to identify unusual 

patterns of network traffic, predict threats and automate incident response. At the 

same time, the development of generative artificial intelligence is increasing 

cybercriminals’ capabilities to conduct phishing campaigns, create deepfake content, 

and automate reconnaissance of an organisation’s infrastructure. (Buczak and 

Guven, 2016; Dasgupta et al., 2024). This means that AI currently plays a dual role – 

both as a security tool and as a source of new threats. 

 

The literature also increasingly highlights the need to build cyber resilience, 

understood as an organisation’s ability to prepare for incidents, maintain business 

continuity during an attack, and rapidly restore system functionality once the attack 

has ended. In contrast to the traditional approach, which focuses exclusively on 

preventing attacks, cyber resilience encompasses the entire incident management 

cycle – from threat identification, through operational response, to infrastructure 

recovery and analysis of the experience. In the case of transport infrastructure, this is 

particularly important given the need to ensure the uninterrupted operation of public 

services and passenger safety (Linkov and Kott, 2019). 

 

The development of digital technologies, the implementation of new legal 

regulations and the growing number of threats mean that cybersecurity management 

for transport infrastructure now requires an integrated approach encompassing 

organisational, technical and legal solutions. The effectiveness of a security system 

depends not only on the level of protective technologies employed, but above all on 
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an organisation’s ability to continuously monitor risks, cooperate with national and 

international incident response teams, and foster a culture of cybersecurity amongst 

staff. In this context, cyber resilience is becoming a fundamental pillar of security in 

modern transport systems. 

 

4. A Model for Strengthening the Cyber Resilience of Transport 

Infrastructure – Directions for Improving the Security System 

 

The growing number of cyberattacks targeting critical infrastructure means that 

modern transport organisations should move away from the traditional security 

model – whose main aim was to prevent incidents – towards a model of cyber 

resilience. This approach assumes that it is impossible to completely eliminate 

threats; therefore, an organisation should be prepared both to prevent attacks and to 

maintain business continuity, respond effectively and rapidly restore system 

functionality following an incident (Linkov and Kott, 2019; NIST SP 800-160 Vol. 

2). 

 

In the relevant literature, cyber resilience is defined as a system’s ability to anticipate 

threats, absorb the effects of incidents, adapt to a changing environment, and restore 

full functionality whilst maintaining the continuity of ongoing processes. In the case 

of transport infrastructure, this means not only protecting ICT systems, but also 

ensuring the uninterrupted operation of road, rail, air and maritime transport, even 

whilst cyber operations are being conducted against the infrastructure operator (Boin 

and McConnell, 2007; Linkov and Kott, 2019). Based on a review of the literature 

and current legal regulations, a model for strengthening the cyber resilience of 

transport infrastructure comprising five interrelated stages can be proposed. 

 

The first stage involves identifying assets and conducting risk analysis. The 

organisation should carry out a comprehensive inventory of its IT and OT 

infrastructure, define interdependencies among individual systems, and identify the 

key processes responsible for delivering transport services. The analysis should also 

include an assessment of the vulnerabilities of IoT devices, industrial control 

systems, cloud platforms and the telecommunications infrastructure used for traffic 

management. Of particular importance is the risk analysis across the entire supply 

chain, in accordance with the requirements of the NIS2 Directive and the ISO/IEC 

27005 standard (ISO/IEC 27005:2022; NIST SP 800-30 Rev.1). 

 

The second stage involves implementing preventive measures designed to reduce the 

likelihood of a successful attack. In practice, this involves the use of a Zero Trust 

architecture, IT and OT network segmentation, multi-factor authentication (MFA), 

data encryption, regular vulnerability management, software updates and the 

deployment of EDR/XDR systems. Staff training is also becoming increasingly 

important, as the human factor remains one of the most common causes of 

successful cybersecurity incidents (Rose et al., 2020; ISO/IEC 27001:2022). 
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Another element of the model is threat monitoring and detection. An effective 

cybersecurity system should ensure continuous monitoring of network traffic, 

analysis of security logs and automatic anomaly detection. To this end, security 

operations centres (SOCs), SIEM systems, and SOAR platforms, supported by 

artificial intelligence algorithms, are utilised. Automating event analysis 

significantly reduces mean time to detect (MTTD) and mean time to resolve 

(MTTR), thereby helping to minimise operational losses (NIST SP 800-61 Rev.2; 

Buczak and Guven, 2016). 

 

The fourth stage involves incident response and ensuring business continuity. 

Organisations responsible for operating transport infrastructure should have 

established incident response procedures, emergency response scenarios, and 

business continuity management (BCM) and disaster recovery plan (DRP) testing. In 

practice, this means maintaining essential transport services despite a partial outage 

of ICT systems and efficiently switching processes to backup environments (ISO 

22301:2019; NIST SP 800-34 Rev.1). 

 

The final element of the proposed model is the restoration and improvement of the 

security system. Every incident should be subjected to a detailed analysis, including 

identifying causes, assessing the effectiveness of the procedures applied, and 

developing corrective actions. This process should lead to the continuous 

improvement of the information security management system in accordance with the 

PDCA (Plan–Do–Check–Act) cycle. Applying lessons learnt from real-world 

incidents increases an organisation’s resilience to future threats and enables more 

effective risk management (ISO/IEC 27001:2022; Grima et al., 2023). 

 

To systematise the considerations presented and illustrate the relationships among 

the various elements of cybersecurity management, a proprietary model for 

strengthening the cyber resilience of transport infrastructure has been developed. 

The model presents five interrelated stages: risk identification, preventive measures, 

threat monitoring, incident response, and recovery and improvement of the security 

system. The use of a cyclical approach enables the continuous improvement of an 

organisation’s cyber resilience and enhances its ability to ensure the continuity of 

transport infrastructure operations. 

 

The model presented indicates that effective cyber resilience management requires 

the implementation of ongoing activities. The individual stages form a closed cycle 

of improvement, in which the experience gained during incident analysis is used to 

reassess risks and implement new protective mechanisms. This approach is 

consistent with the concept of continuous improvement of information security 

management systems (PDCA) and the recommendations set out in the ISO/IEC 

27001 and ISO 22301 standards, as well as the NIST guidelines. Implementing the 

individual stages of the model requires close cooperation between transport 

infrastructure operators, public authorities, CSIRT teams, technology manufacturers 

and digital service providers. 
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Figure 1. Model for strengthening the cyber resilience of transport infrastructure. 

 
Source: Own work. 

 

The integration of organisational, technical and legal solutions enhances the 

resilience of the entire transport sector to modern cyber threats and enables the 

continuity of services of strategic importance to national security. 

 

The proposed model indicates that effective cyber resilience of transport 

infrastructure requires close cooperation between numerous stakeholders. In addition 

to infrastructure operators, national CSIRT teams, public administration bodies, 

technology manufacturers, digital service providers, and entities responsible for 

national security play significant roles. Cooperation between these entities enables 

the rapid exchange of information on threats, the coordination of actions during 

incidents and the building of collective resilience across the entire transport sector. 

 

A review of the literature also indicates that, in the coming years, the development of 

transport infrastructure cybersecurity will focus on the wider use of artificial 

intelligence, predictive technologies, digital twins, big data analytics and post-

quantum cryptography. These technologies will not only enable threats to be 

identified more quickly, but also allow potential attack scenarios to be predicted and 

risk-mitigating measures to be recommended automatically. At the same time, the 

development of these technologies requires the creation of new security standards 

and the adaptation of legal regulations to the rapidly evolving cyber threat landscape. 

 

The analysis indicates that building the cyber resilience of transport infrastructure 

should not be limited solely to implementing new security technologies. Equally 
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important are staff competencies, an organisational security culture, systematic risk 

assessment and the organisation’s ability to adapt to a rapidly changing threat 

environment. Only the integration of technical, organisational and legal solutions 

enables the creation of a comprehensive cybersecurity management system that 

ensures the continuity of transport infrastructure operations and the safety of users. 

 

5. Conclusion 

 

The ongoing digitalisation of the transport sector and the rapid development of 

information and communication technologies mean that cybersecurity has become a 

fundamental element in ensuring the continuity of transport infrastructure 

operations.  

 

The growing number of cyber-attacks targeting traffic control systems, critical 

infrastructure and transport companies indicates that cyber threats are now not only a 

technological problem but also a significant challenge to national security, the 

economy and society. Modern cyber-attacks are characterised by an ever-increasing 

degree of complexity and professionalism, and by the use of advanced technologies, 

including artificial intelligence, which requires the continuous improvement of 

security systems. 

 

The analysis carried out has only confirmed that effective cybersecurity management 

of transport infrastructure requires a comprehensive and integrated approach 

encompassing organisational, technical and legal solutions. Of key importance are 

the identification and assessment of risks, the implementation of preventive 

measures, the continuous monitoring of threats, an effective response to incidents, 

and the systematic improvement of security processes. Cooperation among transport 

infrastructure operators, public authorities, CSIRT teams, technology manufacturers, 

and other entities responsible for cyberspace security also plays a significant role. 

 

The original model for strengthening the cyber resilience of transport infrastructure 

presented in this article outlines the key stages in building an organisation’s 

resilience to cyber threats. The model is based on a cyclical process comprising risk 

identification, preventive measures, threat monitoring and detection, incident 

response, and the recovery and continuous improvement of the security system. Its 

application can support organisations in building resilience in accordance with the 

requirements of the NIS2 Directive, the ISO/IEC 27000 series of standards, and 

NIST guidelines, and contribute to enhancing the security of transport infrastructure, 

a key element of critical infrastructure. 

 

The results obtained provide positive verification of the research hypothesis. 

Effective strengthening of the cyber resilience of transport infrastructure requires an 

integrated approach combining risk management, the implementation of modern 

security technologies, the development of staff competencies, and effective 

cooperation between infrastructure operators and the institutions responsible for 
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cybersecurity. Limiting measures solely to the implementation of technical solutions 

does not ensure an adequate level of protection against contemporary threats. 

 

In the coming years, the development of technologies based on artificial intelligence, 

big data analytics, digital twins (Digital Twin) and post-quantum cryptography will 

take on particular significance. At the same time, it will be necessary to further 

refine legal regulations, develop international cooperation, and foster a culture of 

cybersecurity within organisations responsible for operating transport infrastructure.  

 

Further research should focus on empirically validating the proposed cyber 

resilience model across various transport sectors and developing metrics to assess 

cyber resilience among transport infrastructure operators. Such an approach may 

represent a significant direction for the development of scientific research and 

security management practice in the transport sector. 
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