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Abstract:

Purpose: This article analyses contemporary cyber threats against critical infrastructure and
identifies effective strategies for managing its security under conditions of increasing
digitisation. The study focuses on assessing the impact of attacks on the energy,
transportation, water supply, and healthcare sectors and identifying institutional and
legislative measures to strengthen the resilience of these systems.

Research Methodology/Approach: The paper uses theoretical methods, including literature
analysis, cybersecurity industry reports and case studies of selected incidents that affected
critical infrastructure in 2023-2025. The first part characterises the main types of cyber
attacks (ransomware, DDoS, APT) and the sectors most vulnerable to disruption. This
follows an analysis of the consequences of selected attacks on state and private
infrastructure operations. The final section presents a systemic approach to security
management, including the concepts of resilience, redundancy, business continuity and
legislative solutions such as the NIS2 directive and national infrastructure protection
programs. The research problem was formulated: What cyber threats pose the most
significant challenge to critical infrastructure security, and what strategies can ensure
adequate protection? The hypothesis is that effective protection of critical infrastructure
requires integrated actions based on technology, regulation and cross-sector and
international coordination.

Results: The conclusions of the analysis indicate that critical infrastructure remains one of
the most common targets of cyberattacks, and their effects are often cascading and cross-
border. Protecting these assets requires a systems approach that combines threat detection
technologies, business continuity planning, collaboration between operators and security
services, and regulatory alignment with the dynamically changing threat landscape.
Practical implications: The findings are essential for state security institutions, critical
service operators and policymakers. Adequate infrastructure protection requires
technological investment and awareness-building among management and operational staff,
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as well as regular training, resilience testing and security audits. Lessons can be used in the
design of public policies and the development of crisis management plans.

Originality/Value: The article brings value by comprehensively addressing the problem of
critical infrastructure security management in the context of growing cyber threats. It
combines technological, institutional and legal analysis to formulate practical
recommendations for national and international protection systems. It emphasises the need to
strengthen cross-border cooperation and harmonise protection standards within structures
such as the European Union and NATO.

Keywords: Critical infrastructure, security management, cyber threats.
JEL: M15, Q48.

Paper type: Research article.

1. Introduction

Modern societies increasingly rely on technical and ICT systems, the uninterrupted
operation of which is the foundation of national, economic and social security. In
this context, critical infrastructure - understood as a set of facilities, equipment and
services that are key to the functioning of the state and the protection of citizens'
lives - acquires special importance. The development of digital technologies, while
bringing tangible operational and economic benefits, simultaneously exposes critical
infrastructure to new and complex threats, primarily in the cyber dimension.

Cyber attacks on energy, water, transportation or financial systems are becoming
increasingly sophisticated, and their effects can be comparable to the consequences
of traditional physical attacks. In an era of information warfare, increased activity by
hacking groups and rising incidents of ransomware, managing the security of critical
infrastructure requires not only technological preparedness but also a strategic
approach based on risk analysis, systems resilience and multifaceted cross-sector
cooperation.

This article highlights current challenges and best practices in critical infrastructure
security management in the context of cyber threats. It analyses normative and
institutional aspects and technical and organisational protection mechanisms. Special
attention is paid to the role of the state, infrastructure operators, and cybersecurity
services in building systemic resilience to 21st-century threats.

2. Importance of Critical Infrastructure Under Modern Threats

Critical infrastructure plays a key role in ensuring the continuity of the functioning
of the state, the economy and the daily lives of citizens (Ciekanowski, Zurawski, and
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Wyrebek, 2023, p. 266). According to the definition adopted in the Polish legal
system, as well as in international documents (e.g., European Union directives),
critical infrastructure is systems, facilities and installations, the destruction or
disruption of which would result in a serious threat to national security, human
health, public order or basic economic functions (Crisis Management Act of April
26, 2007, Article 3).

Critical infrastructure classification includes energy, water and food supply,
transportation, communications, health care, finance, public administration, and
emergency and defence services. It should not be forgotten that some of this
infrastructure is in private hands (communications, ICT systems, transportation)
(Milewski, 2016, p. 101).

The National Program for Critical Infrastructure in Poland presents criteria for
identifying CI. The requirements are divided into two groups:

1) system criteria - characterising quantitatively or subjectively the parameters
(functions) of an object, device, installation or service, the fulfilment of which may
cause inclusion in the critical infrastructure.

2) cross-cutting criteria - describing parameters relating to the consequences of the
destruction or cessation of operation of an object, device, installation or service.
Cross-cutting criteria include:
e human casualties,
financial impact,
the need for evacuation,
loss of service,
recovery time,
international effect,
uniqueness (National Critical Infrastructure Program, 2023, p. 13).

Modern societies are increasingly dependent on information and communications
technology (ICT), which has been integrated into the operation of critical
infrastructure at almost every operational level. Air traffic management systems,
power grids, transmission buses, banking servers, and hospitals rely on ICT
infrastructure, the integrity and availability of which are prerequisites for systemic
stability (Thalassinos et al., 2023).

As a result, digitisation, a vehicle for innovation and efficiency, has also become a
source of new threats of an asymmetric nature, especially in cybersecurity.
Accordingly, technological development creates a system of interdependence and
interaction between the state and infrastructure (Pyznar and Abgarowicz, 2014, p.
25). Critical infrastructure is highly vulnerable to cyberattacks (Dynes, Goetz, and
Freeman, 2010, p. 15; Grima et al., 2025; 2024; 2023; Velinov et al., 2023). Critical
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infrastructure's vulnerability to cyberattacks stems not only from its technical
complexity but also from the fact that many of its components operate as part of
distributed systems, often managed by different entities and vulnerable to
vulnerabilities, both in the technical and organisational realms.

Today's cyber attacks increasingly exploit automated penetration techniques, social
engineering, and vulnerabilities in outdated SCADA systems or Internet of Things
(IoT) devices, making critical infrastructure particularly vulnerable to cascading
disruptions. Disruption of one part of the infrastructure - such as the energy system -
can result in the paralysis of subsequent sectors, including health -care,
transportation, supply chains and public policy. The diagram below shows the
relationship between threat, vulnerability and impact.

Figure 1. Relationship between threat, vulnerability and impact.
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Source: National Critical Infrastructure Program, 2023, p. 29.

From a security perspective, critical infrastructure is a strategic asset that must be
protected from physical threats and cyber disruptions. In an era of hybrid aggression
and escalating actions by non-state and state actors, critical infrastructure protection
requires a new approach that integrates risk management, systems resilience and
real-time incident preparedness. Critical infrastructure is undoubtedly very important
for the proper functioning of any institution, and the facilities and systems that
comprise it are crucial from a security perspective (Wodkiewicz, 2022, p. 157).

3. Cyber Threats to Critical Infrastructure and Risk Analysis

In the era of digitisation, critical infrastructure is becoming increasingly vulnerable
to cyber activities, sabotage and cyber attacks inspired by hostile states and non-state
actors. Hazardous attacks are targeted using advanced hacking techniques to
paralyse key sectors of public and economic life. Characteristic of modern threats
are: ransomware attacks, leading to data encryption and extortion; DDoS attacks,
aimed at overloading network services and crippling systems; and actions from the
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APT (Advanced Persistent Threat) category, which involve long-term covert
penetration of systems to steal data, sabotage or prepare the ground for a future
attack (Ciekanowski et al., 2023, p. 790). Figure 2 below shows incidents related to
ransomware malware attacks.

Figure 2. Number of incidents related to ransomware malware attacks in 2024.
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Source: CERT Polska Activity Report for 2024.

In 2024, CERT Polska recorded 147 incidents related to ransomware attacks. This is
a decrease of about 8% from the record year 2023 (CERT Polska Report, 2024). In
2024, there was again increased activity by advanced APT groups operating on
behalf of foreign countries. Their operations were mainly of an espionage and
disinformation nature.

The predominant forms of attacks were acquiring login credentials for e-mail
accounts, the distribution of malware, and interference with industrial systems.
Unlike in earlier years, cybercriminals' activities were no longer limited to large
corporations and public institutions - smaller companies relevant to the supply chain
were also attacked, and even people in the immediate circle of the original targets,
such as their relatives or acquaintances (CERT Poland Report, 2024).

In recent years, critical infrastructure has increasingly become the target of advanced
cyberattacks. According to data from the European Cyber Incident Repository, about
1,400 such incidents were registered in 2023-2024, with more than half involving
this key segment. Health systems, financial institutions, and the telecommunications,
transportation, and energy industries have proved to be the most vulnerable
(https://eurepoc.eu). In 2023, Europe was the target of 32% of global cyberattacks.
The chart below shows the countries that were most attacked.



Marta Chodyka, Stawomir Zurawski, Sylwia Wojciechowska-Filipek,
Zbigniew Ciekanowski, Stawomir Mazur
615

Figure 3. Most frequently attacked countries by cyberattacks.
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Source: X-Force Threat Intelligence Index, Institute for Business Value.

The situation in 2024 was even more alarming. Some 500 suspicious incidents were
reported in Europe, one in five linked to Russian hybrid attacks or espionage
activities. The situation in Poland is also worth noting. Considering the breakdown
of incidents by sector, it should be pointed out that in 2024, according to the CISIRT
report, the most significant number of incidents, as in 2023, were in the Institutions
sector and just Critical Infrastructure Operators. Below is the number of incidents
reported by national cybersecurity system entities in 2023 and 2024 by industry.

Figure 4. Number of incidents reported by national cybersecurity system entities in
2023 and 2024 by sector.
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Source: Report on Poland's cybersecurity in 2023 and 2024.



Critical Infrastructure Security Management in the Era of Cyber Threats

616

Even more worrisome is that data breaches are often just the beginning of larger and
more coordinated campaigns. Cybercriminals are openly trading exploits on the dark
web to attack critical infrastructure such as power grids, health networks and
industrial systems.

Examples of incidents in recent years show the scale and impact of cyber threats
against critical infrastructure. In 2007, a series of cyberattacks targeting Estonian
society began, the source of which is attributed to the Russian Federation (Warchol,
2023, p. 312). The initial attacks were chaotic and mainly targeted official
government websites, which were disrupted with simple DDoS attacks.

However, by the end of April, the incidents had become more advanced - extensive
botnets began to be used (Nowak, 2025, p. 59). In 2015 and 2016, Ukraine fell
victim to attacks on electricity systems, resulting in massive power outages (Nowak,
2025, p. 60).

In 2021, a ransomware attack on the Colonial Pipeline company in the United States
was highly publicised, temporarily suspending fuel shipments over a large area of
the country (Skomra and Wojtasik, 2025, p. 25).

Water pipelines, airports and transportation networks in various European and Asian
countries have also become targets of similar actions. The following are the most

recent critical infrastructure incidents.

Table 1. Critical infrastructure cyber incidents in 2024-20235.

Rok | Kraj Zdarzenie

2025 | Czech In May 2025, the Czech Republic accused China of conducting a
Republic | malicious cyber campaign against the Foreign Ministry. The attacks,
attributed to the APT31 group affiliated with China's Ministry of State
Security, had been carried out since 2022 and were aimed at espionage
and communication disruption (www.reuters.com).

2025 | India Between May 7 and 10, 2025, India experienced over 650 cyber attacks
on critical infrastructure, including the energy and transportation sectors.
These attacks, attributed to Pakistan-linked entities, were aimed at
disrupting essential services at a time of geopolitical tension
(ttps://economictimes.indiatimes.com).

2024 | USA Numerous attacks on US water and power systems have been reported in
2024. For example, in January, hackers gained access to control systems
at two water utilities in Texas, tampering with pumps and alarms, leading
to overflowing reservoirs (www.dni.gov).

2024 | USA In November 2024, American Water, the largest public provider of water
and wastewater services in the US, was the victim of a cyber attack.
Although water quality was not affected, the company had to disconnect
key systems, including its billing platform, highlighting the water
sector's vulnerability to cyber threats (www.ibm.com).

2024 | Ukraine | In 2024, Russian hacking groups such as KAMACITE and ELECTRUM
launched advanced attacks on Ukraine's critical infrastructure, including
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energy, water and heat providers. They used Kapeka malware to access
IT networks and took control of OT systems, leading to service
disruptions (https://industrialcyber.co).

Source: Own study.

These incidents underscore the growing scale and complexity of cyber threats
against critical infrastructure worldwide. In the face of increasingly sophisticated
attack techniques and their potential impact on public safety, it is necessary to
strengthen protection measures and international cooperation on cybersecurity.
These incidents have not only caused direct operational impacts but have also hit
public trust and undermined the sense of institutional stability.

Effective management of critical infrastructure security requires implementing a
systematic risk analysis. Key elements of this process include identifying essential
assets, detecting vulnerabilities, assessing the likelihood and impact of threats, and
designing countermeasures and resilience mechanisms. In practice, this means the
need for network traffic monitoring tools, security audits, vulnerability scanning, and
incident scenario modelling using predictive and Al tools.

Many infrastructure operators still struggle with using outdated industrial control
systems, such as SCADA (Control and Data Acquisition Systems), which were not
designed with modern cyber threats in mind. Infecting these systems can lead to, for
example, shutting down power plants, overloading the grid or halting energy supply.
As a result, these attacks can result in serious consequences for critical
infrastructure, including the functioning of the state and the economy, as well as the
daily lives of individuals (Sadowska, 2023, pp. 12-13).

Lack of updates, difficulties in integrating with modern security, and low levels of
network segmentation leave many critical facilities vulnerable to attacks. In addition,
the lack of uniform security standards and insufficient incident response procedures
increases the risk of threats spreading to other infrastructure segments (Ciekanowski
etal, 2024, p. 463)

Cyber threats against critical infrastructure are growing, multidimensional and
dynamic. Their effective neutralisation requires not only investment in modern
security technologies, but, above all, implementing a security culture based on
continuous improvement of procedures, information sharing and knowledge
management on a local, national and international scale.

4. A Systems Approach to Critical Infrastructure Security Management
Effective protection of critical infrastructure in the face of growing cyber threats

requires an integrated systems approach that combines organisational and technical
aspects. CI security and resilience are quite challenging from the point of view of
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adverse events such as targeted attacks, accidents, and natural disasters (Fujita,
Gaeta, Loia, and Orciuoli, 2019).

Key to this context are three concepts related to security management: resilience
(resilience), redundancy (redundancy), and business continuity (business continuity).
Resilience implies the ability of a system to survive an incident, recover quickly, and
adapt to changing threat conditions (Malik et al., 2023).

Redundancy refers to designing systems with backup resources and operation paths
that can take over critical functions in a failure (Lezoche, Panetto, 2019). On the
other hand, business continuity planning (BCP) is the development of scenarios and
procedures to ensure the continuation of critical processes even under conditions of
severe disruption.

In the regulatory sphere, European and national legislative initiatives are assuming
ever-greater importance. The NIS2 Directive (Network and Information Systems
Directive) is of particular significance, as it introduces enhanced obligations
concerning risk management and incident response for operators of essential
services, technology providers, and public institutions.

Among other requirements, the new provisions mandate the implementation of
preventive measures, the conduct of security audits, and the notification of serious
breaches to national CSIRTs (Computer Security Incident Response Teams). In
Poland, the execution of these tasks is supported, inter alia, by the Governmental
CSIRT (CSIRT GOV), the Internal Security Agency, and the national critical
infrastructure protection programme coordinated by the Government Centre for
Security.

A systemic approach necessitates close collaboration between public and private
actors. Because the private sector owns a substantial portion of critical infrastructure,
adequate protection requires standardised channels for information exchange, shared
response procedures, and interoperable threat-analysis tools.

In this regard, public—private partnerships (PPPs), sector-specific cooperation fora,
and international initiatives—within NATO, the European Union, and the European
Union Agency for Cybersecurity (ENISA)—play a pivotal role by facilitating the
transfer of knowledge, technology, and best practices.

The protection of critical infrastructure also demands the integration of physical and
cybersecurity policies. Addressing these domains in isolation can create security
gaps that may be exploited through sophisticated hybrid attacks.

Consequently, a robust protection strategy must safeguard physical assets and their
ICT components while ensuring organisational preparedness to counter
interdisciplinary threats.
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Therefore, systemic management of critical infrastructure security in the twenty-first
century is not merely a matter of technology; it is a question of the state's and its
market partners' organisational capacity to respond jointly to dynamic and
increasingly complex threats.

5. Conclusions

Contemporary critical infrastructure constitutes the bedrock of national, societal and
economic security. Its operation relies increasingly on digital systems, which, while
enabling more efficient delivery of public services, render the infrastructure
especially vulnerable to cyber threats.

Advancing digitalisation, integrating ICT systems and deploying cutting-edge
technologies—such as the Internet of Things and smart grids—create an
environment of vast potential yet heightened risk.

Threat assessments indicate that critical infrastructure is becoming a more frequent
target of sophisticated cyberattacks whose scale and complexity are continuously
escalating. Ransomware, distributed-denial-of-service (DDoS) campaigns and
advanced persistent threats (APTs) can cripple facilities responsible for energy
supply, drinking-water provision, healthcare, public transport and financial security.

Particularly alarming is that most incidents stem from security gaps, obsolete
technologies and insufficient organisational preparedness for infrastructure
operators.

The analysis leads to an unequivocal conclusion: effective management of critical-
infrastructure security requires a systemic, strategic approach. The concepts of
resilience, redundancy and business continuity are pivotal, jointly enabling the
mitigation of attack impacts and restoring normal operations.

Equally critical are implementing new regulations, such as the NIS2 Directive, and
expanding institutional (CSIRT, national protection programmes) and competency
frameworks within state oversight mechanisms.

It is likewise essential to devise a coherent protection policy that merges the
perspectives of physical and cyber security, rather than treating them in isolation.
This necessitates integrating security services, operators of essential services,
incident-response teams and the private sector, which in many jurisdictions manages
a substantial share of critical assets.

Public—private partnerships, information-sharing on threats and vulnerabilities, and
international coordination within the EU and NATO should therefore become
priorities of state security policy.
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Amid intensifying geopolitical pressures, rapid technological change, and a growing
incidence of cyber events, states must consistently invest in the resilience of their
critical systems. Safeguarding essential infrastructure is not merely a technical
challenge; it also reflects institutional maturity and the state's strategic responsibility
towards its citizens.
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