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Abstract:

Purpose: The development of information and communication technologies (ICTs) contributes
to many organizational and functional changes in modern organizations. The aim of this
article is to indicate whether and how Industry 4.0 instruments can affect changes in the
operation of the organization and its security.

Design/methodology/approach: The study has been conducted using the CAWI method on a
random sample of 225 Polish organizations (involved in production, trade or services).
Respondents were owners, board members, general managers, or IT managers. The study was
conducted between July and September 2020 throughout 16 voivodships in Poland. The study
is dominated by an inductive approach.

Findings: In the conducted research among Polish organizations, the significant importance
of the Industry 4.0 environment was confirmed. ICTs can significantly strengthen the potential
of a modern organization by selecting and using an appropriate information strategy with
particular attention to the level of information security.

Practical implications: The article contains an assessment of how Polish organizations shape
their security through resilience conditioned by the use of IT platforms and tools. In addition,
recommendations are included, which affects the usefulness of information strategies in the
context of organization security.

Originality/Value: The issues raised in the article are not exhaustively treated in international
literature and require successive exploration. The research indicates the way and scope of
using ICTs and their impact on the security of organizations in the context of information
strategies. Security is not regarded in the study as a derivative of protection against cyber
threats (which dominates in the contemporary literature), but as a result of constructive use
of ICTs to ensure information, decision-making and business continuity of the organization,
especially by creating its resilience.
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1. Introduction

Contemporary organizations expose the power of interaction with the environment as
a factor strengthening their potential. In the era of the fourth technological revolution,
the value of information and the possibility of sharing resources and cooperation of
dispersed entities are emphasized. Competitive advantage is no longer the dominant
criterion. The aim is therefore to eliminate spatial and temporal constraints, which is
important for the integration of so-called SMEs. Modern business structures are
therefore "a temporary network of independent entities (suppliers, customers, even
existing competitors), connected by information technologies to share skills,
resources, costs and access to their own and new markets; it is a comprehensive
system that brings together producers, suppliers and customers into a single,
informative whole" (Byrne and Brandt, 1993, pp. 36-41). This means that modern
organizations focus their activities on common, specific goals implemented in a
flexible, agile process model, in which the effective use of the skills and competences
of the constituent entities is sought.

Information strategies combined with the X-engineering strategy enable the creation
of agile process organizations. However, the cooperation of many entities in
cyberspace requires care for constant evaluation of the risk of loss of information
continuity of operations and ensuring security, including information security
(Wozniak and Zaskorski, 2021), as well as maintaining common (business) situational
awareness (SA) of all stakeholders of the modern organization (Zaskorski, Zaskorski,
and Wozniak, 2021).

Therefore, the main objective of this study is to indicate whether and in what way the
Industry 4.0 environment and related ICTs can affect the usability and implementation
of information strategies and the security of these entities.

The article consists of four main parts, which concern: (1) the essence and
identification of selected attributes of the Industry 4.0 environment, (2) indication of
basic classes of information strategies in the context of ensuring the security of the
organization, (3) presentation of the results of empirical study, as well as (4)
specification of conclusions in the field of implementation of information strategies
in the context of shaping the security of the organization.

2. The Essence and Selected Attributes of the Industry 4.0 Environment

The Fourth Technological Revolution (Industry 4.0) is a continuation of the concept
of "industrial revolution™ through the extensive use of models, systems and tools for
automation, data processing and exchange (Schwab, 2018; Gilchrist, 2016) not only
in management processes, but also in manufacturing and service ventures. This
concept emphasizes the importance of techniques and principles of creating the so-
called value chain using cyberspace (i.e., Internet of Things, cloud computing, cyber-
physical systems). Hence, the real models of the Smart Factory (cities, buildings, etc.)


https://pl.wikipedia.org/wiki/Internet_rzeczy
https://pl.wikipedia.org/w/index.php?title=Inteligentna_fabryka&action=edit&redlink=1

Implications of Industry 4.0 for Security in Contemporary Organizations —
Perspective of Information Strategies
722

are created, in which cyber-physical systems (robots /cobots) controlling physical
processes are combined, monitoring the implementation of selected processes, and at
the same time generating a lot of data. The Internet of Things (intelligent objects) in
on-line mode enables ongoing data collection and exchange and power supply to
collecting and processing systems with the ability to communicate efficiently with
other objects (including people). Thanks to services in cyberspace, the results of
activities for the environment (to various stakeholders) can be externalized without
restrictions of place and time (Mell and Grance, 2011) and with inputs and effects
adequate to the nature and scale of services (Intalar and Jeenanunta, 2019).

Industry 4.0 is the era characterised by the disappearance of the barrier between people
and machines. Smart Factories with cyber-physical production systems directly
combine human potential in social and business networks with the exposition of the
criterion of mobility, elasticity and flexibility of operation (resilience). Therefore,
activities related to connecting people, things, services and data depicting these
activities in real time, in a multidimensional, fast-changing perspective, are integrated
on the Internet platform.

The changebality of the environment is one of the main attributes of modernity and
an inherent feature of modern organizations. Change often becomes an opportunity
for development and the emergence of new opportunities, but it is also a source of
threats to the activities of modern business entities. Changes that are characterized by
violence and radicality are described as revolutions (Sikorska-Michalak et al., 1996,
p. 945), including industrial revolutions, strongly influencing the development of the
world.

It can be assumed that the term Industry 4.0 means "the integration of systems and the
networking and integration of people with digitally controlled machines, making
extensive use of the Internet and information technologies and strategies. In broad
terms — level 4.0 should be understood as a common term combining technology and
the organization of the value chain" (Gajdzik and Grabowska, 2018, p. 223). It is
worth noting that the concept of Industry 4.0 also sanctions the individual dimension
of this environment for the full integration of the resources of each organization for
more effective use of its own and available resources from its environment (Michna
and Kazmierczak, 2020, p. 31).

The essence of using this environment is to create intelligent value chains that are
based on Smart Factories as social engineering systems, which are built using virtual
networks connecting employees, machines and other devices under the supervision of
professional ICT systems. Depending on the conditions and objectives, these
networks may be the subject to dynamic reconfiguration. Thus, the virtualization of
economic processes affects group intelligence and knowledge bases generated from
internal and common data resources (Bendkowski, 2017, pp. 23-24) (Figure 1).
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Figure 1. Basic attributes of technical and technological evolution in the perspective
of industrial revolutions

| INDUSTRIAL REVOLUTION: Il INDUSTRIAL REVOLUTION: Il INDUSTRIAL REVOLUTION:
mechanization, mechanical electrification, production lines, digitization, increase in automation,
control systems saving information on cards dissemination of IT

Source: Own elaboration based on Pigtek, 2017.

The priority requirements and objectives of Industry 4.0 include (Zoubek et al., 2021;
Lee et al., 2015; Gokalp et al., 2017):

o improvement of communication in the relationship: supplier-customer,
creation and constant development of new business models,

e increasing the efficiency of using available own resources and sharing them
with the environment (openness of operating systems),

e exposure of growing, individual consumer requirements and creation of

intelligent (unambiguously identifiable) products,

continuous monitoring and control of the full life cycle of products,

creating and developing Smart Factories based on smart production devices,

global networking of machines, as well as data storage and processing systems,

taking into account the correlation of Industry 4.0 solutions with ecology and

employee health through work-life balance.

Industry 4.0 is the era of turbulent and fast-changing environment, which is
characterized by a number of changes not only technological, but also economic and
social (Bembenek, 2017, p. 36) in the sphere of situational awareness. Digitization of
organizations and knowledge management, as well as mass customization of offered
products and services are of great importance (Adamik, 2018, p. 88). The key
resources should include employees, their knowledge, the ability to build relationships
using modern technologies, and information strategies.

3. Information Strategies and Ensuring the Security of the Organization

The modern spectrum of ICT tools and platforms makes it possible to create a variety
of information strategies depending on the potential of a given entity. Information
strategies indicate the role of reliable and efficient information with exposure to the
value of information resources and how to use them effectively in the relationship:
decision-making system — executive system. The information strategy becomes a
component of the management system that takes into account the dynamics of the
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environment and the way information is exchanged between different objects and
stakeholders, which strengthens informational coherence and business continuity
(Dawes and Helbig, 2010).

These attributes determine the level of business and organizational continuity
conditioned also by information security resulting from the technical and
technological capabilities of protecting information resources sensitive to a given
entity (Diesch et al., 2020; Szczepaniuk et al., 2020; von Solms and van Niekerk,
2013). Inthe era of Industry 4.0, one can discuss several information strategies based
on currently available, complementary ICT tools and platforms. The development
of strategies can be seen from autonomous domain solutions to the use of advanced
ICT techniques and technologies. Thus, information strategies are as follows (Figure
2):

=

Information "islands"” based on classic/company tools.

2. Analogy and benchmarking related to the use and adaptation of duplicative
solutions, especially in the area of planning and control of basic processes.

3. Integration of information services using data integration models and
processes of exchange of management documents and graphic imaging
systems (Zaskorski et al., 2021).

4. Multifaceted analysis using OLAP data and analytical software for long-
term evaluation of the effectiveness and efficiency of the organization
(Zaskorski et al., 2020).

5. Data-Mining for knowledge discovery and knowledge bases taking into
account the needs of forecasting and strategic planning.

6. Simulation of business processes and material flows between different entities
with a division of the roles of suppliers, implementers, recipients, etc.

7. Exploration of information resources in cyberspace (use of CC services:
Mateos and Rosenberg, 2011, pp. 70-72) as a strategy to reduce the
information exclusion of smaller business entities (SMES).

8. Exploration of multiform information resources of very high volume (Mayer-
Schonenberger and Cukier, 2014), located in cyberspace using e.g., artificial
intelligence algorithms.

9. Monitoring and connecting of things and people, as well as collecting a very
large amount of data on the state and implementation of business processes
using loT platforms (Miller, 2016), as well as IoE and l1oT (Gilchirtst, 2016).

10. Use of advanced models and data visualization systems using geospatial
analysis.

11. Robotization, cobotization and automation of manufacturing and service

processes using artificial intelligence.

Each of the strategies is determined by the level of IT development. Currently,
standard tools for creating information “islands" (text and graphic editors,
spreadsheets, relational database systems, etc.) can still be used, but this data can be
imported into data warehouses or into Big-Data systems for collection and
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multidimensional data analysis (Mayer-Schonenberger and Cukier, 2014). This offers
the possibility of flexible and effective operation of corporate organizations with a
large number of process connections. The accumulated data resources can also be a
good reinforcement of simulation models, verifying the entire model of operating of
modern organizations.

Figure 2. Selected information strategies supporting the management of modern
organizations

INFORMATION STRATEGIES IN CONTEMPORARY ORGANIZATIONS

AUTOMATION/ROBOTIZATION - ARTIFICIAL INTELLIGENCE

DATA VISUALIZATION AND ANALYSIS IMAGERY

loT/loE/lloT (Connection of the Smart Objects)

BIG-DATA SYSTEMS (Artificial Intelligence Algorithms)

EXPLORATION OF CC RESOURCES AND SERVICES

SIMULATION OF PROCESSES AND FLOWS

R
MULTIFACETED ANALYSIS (OLAP systems) ORIENTATION
TO AUTONOMIZATION

SERVICE INTEGRATION (OLTP systems) ag: #Essool_lilﬁ.?gﬁs

(criterion: COMPETITIVENESS)
ARG MO AV O AT |
— A _

Source: Own elaboration.

L[]

The era of globalization combined with the idea of the information society and
Industry 4.0 leads to the networking and virtualization of modern organizations.
Business continuity and effectiveness of information processes affect the mobility and
flexibility of business entities. The 10T/IoE strategy becomes particularly important
as a platform for connecting objects, machines and people into a coherent organization
and creating network structures (Miller, 2011). Information and decision-making
efficiency, due to ongoing monitoring of the state of implementation of processes and
the use of dispersed resources related to them, creates an appropriate level of security
and business continuity with interactive verification of the effectiveness of business
activities, supported by an appropriate level of situational awareness (Zaskorski,
2020).
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Ensuring business continuity should be considered as a good criterion for the quality
of the management system of the entire organization. This means that care should be
taken to choose the right information strategy and minimize the risk of losing
information continuity (Wozniak and Zaskorski, 2021). Prioritising and scoring the
objectives, tasks and operating costs can help to meet flexibility and performance on
the ongoing activities.

In addition, the rationalization of the selected information strategy is a determinant
of care for the credibility, efficiency and effectiveness of achieving goals and
satisfying the needs of the consumer/recipient in a specific place and time (Zaskorski,
2020). Modernity sets important directions for changing and improving these
strategies in the context of agile, flexible, innovative and proactive development
strategies, which distinguishes Industry 4.0 from previous revolutions.

The concept of Industry 4.0 reflects the ideas of new solutions often combined with
already used information strategies and the conditions for their implementation, taking
into account the broadly understood digitization adapted to the ICT infrastructure and
electronic environment on a global scale. Digitization of processes and resources
serves to improve efficiency through new forms of work with the customer (dynamic
identification of needs) (Sun et al., 2020), new models of operational processes and
the functioning of the entire organization (Birch-Jensen et al., 2020; Pieriegud et al.,
2016, pp. 12-13). Digital transformation places demands on digital data, connectivity,
automation and digital customer access.

These activities lead to the creation of digital enterprises, also called agile or virtual,
based on innovative forms of business relations using available digital resources
(Gajdzik and Grabowska, 2018, p. 227). These resources may be a consequence of
selected information strategies’ implementation.

Virtualization of modern organizations is conditioned by an access to current
information about processes and potential contractors without restrictions on time and
place of operation on a global scale. Hence, CC services become a reinforcement of
traditional IT services in a distributed organization (Mell and Grance, 2011, pp. 1-3),
which affects the level of security. Each user in the virtual system can receive from
the CC service provider a set of professional tools that prevent process by
inconsistencies and increase processing security. In addition, tasks related to the
handling of strategic activities, processes, projects, the implementation of which is
adapted to the financial capabilities of a given organization, are transferred to the
cloud.

At the same time, selective access to own information resources or resources shared
with other entities becomes important, which may condition the common situational
awareness (Zaskorski, 2020) and the security of the entire organization, implied by
the information security (da Veiga et al., 2020, pp. 2-20). The flexible redefinition of
the capabilities and needs of the dynamically created entity determines the continuity
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of the entire organization. However, it is important to remember about the
environment and the large role of Big-Data systems that reflect relations with
customers (i.e. customer obsession). Models and techniques of advanced Data Mining
combined with their visualization (Stepniak, 2016, pp. 201-215) offer an extended
perspective of forecasting organizations’ rational functioning and development.

4. Results of the Empirical Study - Information Strategies of the
Organization and the Assurance of the Security within Industry 4.0

The implementation and application of the information strategies specified above
encounters various organizational and competence barriers, but also highlights
opportunities and needs in this area, which has been confirmed by the research on the
business environment in Poland.

4.1 Methodology of the Empirical Research and Specification of the Test Sample
The study concerns the issue of the use of currently developed information
technologies in improving business and managerial processes by shaping and
implementing selected information strategies that may affect the security of modern
organizations.

Table 1. Attributes of organizations qualified to the test sample (N=225)

Organization attributes NILEY @ NG EETE
occurrences | (%)

Business profile:

Production 75 33%

Trade 75 33%

Services 75 33%
Form of the ownership:

Partnership 79 35%

Capital company 124 55%

Sole proprietorship 22 10%
Ownership capital:

Advantage or exclusivity of the Polish capital 173 7%

Advantage or exclusivity of the foreign capital 52 23%
Size (by the number of employees):

10-49 employees (small) 75 33%

50-249 employees (medium-sized) 75 33%

250 and more of employees (big) 75 33%
Level of the organization’s computerization:

None or low 8 4%

Medium 99 44%

High 96 43%

Very high or total 22 10%
Position of the respondent:

General manager 104 46%

IT manager 41 18%
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Member of the management board 44 20%
Owner 36 16%
TOTAL: 225 100%

Source: Own elaboration.

The main objective of the study is to indicate how the use of ICTs (as an Industry 4.0
instrumentary) may affect the configuration of information strategies and the security
of the entities studied. The research problem is as follows: How do organizations use
Industry 4.0 instruments to shape their security? In order to clarify the research
problem, three research questions have been developed:

RQ 1: What are the conditions for the development of Industry 4.0 assumptions
in the surveyed organizations?

RQ 2: Which solutions of Industry 4.0 are important in shaping information
strategies in the surveyed organizations?

RQ 3: What are the basic areas and processes of improving information
strategies determining the security of the organization?

The survey was conducted on a random sample of 225 Polish organizations (involved
in production, trade or services). Respondents were owners, board members, general
managers, or IT managers. Table 1 shows the specification of the test sample. The
study was conducted between July and September 2020 throughout 16 voivodships in
Poland. In the empirical study, quantitative methods of analysis and selected research
techniques were used.

First of all, an inductive approach was used, which made it possible, on the basis of
the analysis of individual observations, to generalize phenomena and dependencies
(Sutkowski, 2012, p. 95; Dobrzycka, 2014, p. 281; Wojciechowska, 2016, p. 116). It
is worth noting here that the study also took into account elements of the deductive
approach, mainly at the stage of critical analysis of domestic and foreign literature
sources — when constructing the CAWI questionnaire. The study also used analysis
and synthesis — as a specific consequence of the combination of deductive (literature
exploration and theoretical inference) and inductive (analysis of single observations)
approaches (Hajduk, 2012, p. 119). The inductive approach used the CAWI technique
and statistical analysis of quantitative data (Sudot, 2012, pp. 136-145; Apanowicz,
2005, p. 57).

4.2 Circumstances of the Development of Industry 4.0 Assumptions

In order to indicate how the use of ICTs in Industry 4.0 conditions can affect the
formation and selection of information strategies, as well as the security of these
entities, one should first consider the approach of the surveyed organizations to
financing their computerization. The results of the survey indicate that 64% of
respondents declare donating from 1 to 10% of the overall budget of the organization
for the development of IT services and support for computerization processes of
activities. It is also worth paying attention to the fact that financing at the level of 10-
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20% occurs in up to 24% of the surveyed entities. It is also encouraging that the
financing of the IT area in organizations at a level exceeding 20% of the general
budget was declared by 6% of respondents (Figure 3). On the basis of the above
results, it can be assumed that the surveyed entities have good financial conditions to
improve information strategies and thus shape their security through the
implementation of Industry 4.0 tools. In addition to financing the computerization, an
important condition for the development of Industry 4.0 assumptions in organizations
are the digital competences of employees.

The surveyed entities are clearly dominated by the definitely good and rather good
level of this class of competences amongst employees — in the opinion of managers
and owners of the organization (a total of 71% of indications). On the other hand, a
sufficient and acceptable level of development of these competences is declared by a
total of 28% of respondents (Figure 4). Therefore, also in this aspect, the surveyed
entities have good conditions to implement the Industry 4.0 environment and increase
the level of their security.

Figure 3. Percentage of the organization's overall budget spent on computerization
(IT services) (N=225)

6% 6%

245 = Less than 1%
y 29% 15%

5-10%
= 10-20 %
= More than 20%

35%

Source: Own elaboration.

Figure 4. The level of digital competences of the organization's employees (N=225)
12% 1% 19%

= Definitely good
Rather good
16%
Sufficient

u Acceptable

52% = |nsufficient
(]

Source: Own elaboration.

Almost half of the surveyed organizations (46%) declare that the topic of Industry 4.0
appears in discussions, but without practical attempts to implement solutions, and in
16% of entities the topic of Industry 4.0 is not considered at all (Figure 5). Such a
situation may indicate that despite the fact that financial and competence conditions
are good in the surveyed organizations, for specific reasons, solutions/tools dedicated
to Industry 4.0 are not implemented in business, information and decision-making
processes — which may weaken the potential of the organization.
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Figure 5. The level of implementation of the Industry 4.0 assumptions
in the organization (N=225)

79 = The topic of Industry 4.0 is not considered at all
- 16%

The topic of Industry 4.0 appears in discussions, but without practical
319 attempts to implement solutions
0

The topic of Industry 4.0 is being seriously considered and plans are
prepared for the implementation of solutions

46% = The topic of Industry 4.0 is being considered, and some solutions are
already applied in practice

Source: Own elaboration.

However, it is optimistic that in 31% of organizations the topic of Industry 4.0 is being
seriously considered and plans are prepared for the implementation of solutions, with
7% of respondents indicating that the topic of Industry 4.0 is being considered, and
some solutions are already applied in practice (Figure 5). Therefore, it is clear that in
the area of implementation in the surveyed entities it is necessary to activate the
environment for the implementation of ICT tools (as instruments of Industry 4.0).

4.3 The Importance of Industry 4.0 Links in Shaping Information Strategies

Another issue related to shaping the security of modern organizations is to indicate
which Industry 4.0 solutions are in the opinion of respondents particularly important
for the organization. The largest number of indications are, 3D printing (90
indications), industrial robotics (88 indications), analytics and Data Mining (86
indications), artificial intelligence (82 indications), as well as advanced (integrated)
management and manufacturing IT systems (76 indications) (Figure 6).

Therefore, it can be seen that in the opinion of respondents, the most appreciated tools
are those supporting data analysis and creating useful knowledge, as well as solutions
directly supporting the management of operational manufacturing processes. The least
important in the opinion of respondents in the field of constructive shaping of
information strategies are: simulation systems (29 indications), augmented and virtual
reality (49 indications), as well as cloud computing (56 indications) and blockchain
(59 indications) (Figure 6). This may be due to the fact that these solutions are too
technologically advanced for other organizations and may require additional (not
necessarily intuitive) digital competences.

At this point, it is worth adding that the surveyed organizations in a developed or
limited form use (but apply!) first of all: internal communication platforms (58% of
indications), ERP systems and cloud computing services (both 50% of indications),
as well as Internet of Things solutions (40% of indications). The largest percentage of
respondents plan to implement, data warehouse systems and OLAP/Data Mining
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(DM) class tools (29% of indications), Internet of Things solutions (28% of
indications), as well as ERP class systems (27% of indications).

Figure 6. The Industry 4.0 solutions particularly relevant for organizations
—a multiple choice question (N=225)

3D printing 90

Industrial robotics 88

Analytics and Data Mining 86
Artificial intelligence 82

Advanced (integrated) management and manufacturing IT systems 76

Blockchain Crreeeeee— 50

INDUSTRY 4.0 SOLUTIONS

Cloud computing Crreeeeee— 50
Augmented and virtual reality r—— 49

Simulation systems T 29

0 20 40 60 80 100

NUMBER OF INDICATIONS
Source: Own elaboration.

In the largest percentage of organizations, the implementation of Big-Data analysis
(18% of indications) and cloud computing services (17% of indications) is being
prepared. On the other hand, robots (31% of indications) and 3D printing (23% of
indications) are not used and are not planned to be implemented in organizations
(Figure 7).

Using specific Industry 4.0 tools or planning their implementation to improve
information strategies and thus ensure the security and resilience of modern
organizations is one thing. Another, equally important, aspect of activities in this area
is the identification of key boundaries for implementing Industry 4.0 solutions.

Figure 7. Scope of application of selected IT solutions in the organization (N=225)

2] BCM standards, tools or procedures NG 28% L 13% L 19% |
% Internal communication platforms ~ INEEGEG_G_—ZE 32% e 12% 8% |
§ Robots 250 23% e 3% . 31% |
'%- 3D printing  IEGYANNN 23% L e 13% 3% |
2 Cloud computing ~ IEEEEIGYAR 31% 17% 11%
= Big-Data analysis NGz 23% e 18%  18% |
Internet of Things solutions  IENEGYANNNN 28% 12% 17%
Data warehouse systems and OLAP/Data Mining  INEI2%5N 28% e 1% 0% |
ERP systems 217 29% (A 16%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
% OF RESPONDENTS
m Definitely YES, in a developed form Yes, but to a small extent H Implementation is planned
= |mplementation is being prepared = NO and not planned in the near future

Source: Own elaboration.
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The results of the empirical study indicate that in the opinion of respondents, the
greatest barriers to the implementation of Industry 4.0 solutions are: lack of sufficient
financial resources (103 indications), lack of specialists (96 indications), fears related
to data security (83 indications), as well as fear of unsuccessful implementation (77
indications), reluctance of owners and managers (69 indications), and lack of
appropriate skills (61 indications). Less important limitations in the opinion of
respondents are: specificity of products or services that do not require the use of
modern solutions (51 indications), lack of a training offered in the field of digital
competences, and lack of ICT infrastructure (50 indications), as well as lack of
motivation to use new technologies (33 indications).

It is also worth noting that 32 respondents indicate that in their organizations there are
no restrictions on the implementation of Industry 4.0 solutions. On the other hand, 10
respondents stress that there is no need to use new technologies (than those already
implemented earlier) in terms of improving information strategies — therefore there
are no restrictions in their organizations (Figure 8).

Figure 8. Limitations for the implementation of the Industry 4.0 solutions
—a multiple choice question (N=225)

Lack of sufficient financial resources s 103
Lack of specialists I ee— 6

Fears related to data security e—— 83

LIMITATIONS

Fear of unsuccessful implementation ——— 77
Reluctance of owners and managers I & ]
Lack of appropriate skills ree—— 61

Specificity of products or services that do not require the use of modern solutions —e—mm 51

Lack of a training offer in the field of digital competences 50

Lack of ICT infrastructure s §()
Lack of motivation to use new technologies o 33
No restrictions e 3

No need to use new technologies = 10
0 20 40 60 80 100 120

NUMBER OF INDICATIONS
Source: Own elaboration.

4.4 Areas and Processes of Improving Information Strategies and Organization
Security

The basic areas related to the implementation of Industry 4.0 solutions in improving
information strategies in the opinion of respondents are, cost management (113
indications), quality of products or services (111 indications), customers’ expectations
(93 indications), relations with competitors (90 indications), as well as flexibility of
activities (73 indications). In turn, the "secondary" areas related to the implementation
of Industry 4.0 solutions are, employees’ expectations (45 indications), organization’s
image (32 indications), and the expectations of owners or shareholders (29
indications) (Figure 9).
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It seems that such a picture has its justification, because areas of implementation of
Industry 4.0 solutions the most frequently indicated are particularly important from
the point of view of shaping information strategies aimed at creating the market
potential of the organization by strengthening its resistance and the possibility of
cooperation with the environment.

Figure 9. The areas of implementation of the Industry 4.0 solutions in the
improvement of the organization and its information strategies — a multiple choice
question (N=225)

Cost management I 113

AREAS

Quality of products or services I 1M1
Customers’ expectations — L]
Relations with competitors [
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Source: Own elaboration.

Identifying the key areas of implementation of Industry 4.0 solutions in the
improvement of information strategies is important, but above all more significant is
to what extent and in which areas the information strategies resulting from the
Industry 4.0 concept can be conducive to the improvement of the organization (Fig.
10) in the long term, e.g., the next five years.

According to the results of the empirical study, 26% of respondents indicate that it is
definitely possible, and 59% of respondents think that it is rather possible. Only 12%
of respondents answere that this is unlikely to be possible or it is not possible at all
(Figure 10). Therefore, the implementation of Industry 4.0 solutions can be beneficial
for the organization not only in the short term, but also in the long term. Investments
in the ICT area can therefore be regarded as a type of investment in improving the
organization and strengthening its potential, and thus ensuring business security and
business continuity for digitized organizations.

The beneficial effects of the implementation of Industry 4.0 tools in the development
of information strategies are important, but at this point it is necessary to focus on
how the development of information strategies itself can determine the security of the
organization. The set of processes improving information strategies within Industry
4.0 and thus affecting the security of the organization is quite numerous. The most
important of these are exposed on Figure 11.
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Figure 10. Indication of whether the concept of Industry 4.0 can be the basis for
shaping the organization's information strategies over the next five years (N=225)
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Source: Own elaboration.

Figure 11. Processes improving information strategies in the Industry 4.0 conditions
affecting the security of organizations (N=225)
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When analyzing Figure 11, it is worth noting that all the listed processes directly or
indirectly can affect the level of security of the organization. It is also worth to indicate
that in principle, each of the 12 detailed processes in the opinion of respondents can
affect the security of the organization. Noteworthy there are processes related to
confidentiality and limiting access to shared information resources in network
(virtualized organizations), including: granting users an access only to systems and
data necessary for work (183 indications for "yes"), as well as the use of antivirus
systems and their regular, automatic update (172 indications for "yes").
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Nevertheless, according to a relatively large number of respondents, processes such
as, conducting regular user training in the field of security, including the latest IT
threats (59 indications for "no"), using only trusted websites and limiting Internet use
(53 indications for "'no"), as wel as automatic locking of the screen with a password-
protected screensaver after a set break time (52 indications for *no"), do not have a
positive impact on the level of security of the organization. Therefore, this requires a
longer process of creating situational awareness determined by the properties of the
Industry 4.0 environment.

5. Assessment and Implementation of Information Strategies in the Context
of Shaping the Security of the Organization

Polish organizations, as presented by empirical research on a sample of 225 entities,
approach constructively to shaping their security and the value of their own
organization through the selection of IT tools that determine information strategies.
In given organizations a financial and competence potential exists with a fairly high
awareness of managers and owners about the need to implement Industry 4.0 tools
and use them in improving the level of security within the use of appropriate
information strategies.

However, the problem may be the effective "use" of this potential. A significant part
of organizations declares their willingness to implement the assumptions of Industry
4.0 in their information strategies and is just planning to implement specific ICT tools.
However, it is worth emphasizing the fact that the surveyed organizations are aware
of this and include such processes in the planning system, both in a short and long
term. This is a good forecast for the next 10-15 years of development of the digital
economy. In addition, it should also be noted that these organizations are generally
aware of the criteria for selecting ICT technologies (solutions) that will be most
beneficial for them in improving information strategies and in their selective — but
systematic — implementation.

There is no phenomenon of widespread implementation of technological "novelties".
Organizations are guided by the usability of solutions, which can further strengthen
the effect of creating their security. What is more, organizations are aware of the
occurrence of specific implementation threats for Industry 4.0 tools, which makes
them adequate in the area of IT potential development, and at the same time reduce
operational risk.

At this point, however, it should be emphasized that the construction of information
strategies useful in shaping the security of the organization should be based on various
groups of resources — not only on ICT technologies and finance. Especially important
here are the competences (e.g., digital) of employees — without them, even the best
planned information strategy will not be able to be implemented successfully. It is
also necessary to think and act holistically. The design or development of information
strategies aimed at ensuring security should refer to the key areas of the organization's
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operations, as well as should take into account the most effective technologies and
risks associated with them in given circumstances.

Information strategists resulting from the Industry 4.0 environment are characterized
by a high technological complexity, certainly increase the level of resilience of
modern organizations and can affect the security of the organization in various
dimensions. These dimensions should strengthen the level of business security of the
entire organization through information and process integration coupled with the risk
management system in the organization. It should not also be overlooked that
managers and owners should recognize the role and importance of the development
of information strategies also in technical and technological dimensions, affecting the
security of the organization.

6. Conclusions

The Industry 4.0 environment, as a continuation of previous industrial revolutions,
particularly highlights the role of cyberspace and artificial intelligence models. This
is related to the high value of information resources and encourages radical changes
towards making the models of functioning of modern organizations more flexible.

Thus, the specific value of data, information and knowledge generated from various
information resources located in cyberspace is associated with ensuring the security
of the entire organization through the use of professional mechanisms to protect these
resources. The information strategies indicated in the article are a framework set of
possibilities from which every organization can compose an individual hybrid strategy
depending on its needs. And so it happens in reality.

The creative use of innovative technologies states a new reality. Industry 4.0 is an
environment that even forces the digitization of the organization, as well as the
improvement of relations with customer and the improvement of business processes.

References:

Adamik, A. 2018. Inteligencja organizacji w erze IR 4.0. Studia i Prace Kolegium
Zarzadzania i Finansow, 161, 81-97.

Apanowicz, J. 2005. Metodologiczne uwarunkowania pracy naukowej. Difin,
Warszawa.

Bembenek, B. 2017. Klastry przemystu 4.0 w zrownowazonej gospodarce opartej na
wiedzy. Prace Naukowe UE we Wroctawiu, 491, 31-44.

Bendkowski, J. 2017. Zmiany w pracy produkcyjnej w perspektywie koncepcji
,Przemyst 4.0”. Zeszyty Naukowe. Organizacja i Zarzadzanie. Politechnika
Slqska, 112, 21-33.

Birch-Jensen, A., Gremyr, 1., Halldorsson, A. 2020. Digitally connected services:
Improvements through customer-initiated feedback. European Management
Journal, 38(5), 814-825.



Piotr Zaskorski, Jacek Wozniak

737

Byrne, J.A., Brandt, R., Port, O. 1993. The Virtual Corporation. BusinessWeek, 36-
41.

Da Veiga, A., Astakhova, L.V., Botha, A., Herselman, M. 2020. Defining
organisational information security culture — Perspectives from academia and
industry. Computers & Security 92, 101713.

Dawes, S.S., Helbig, N. 2010. Information Strategies for Open Government:
Challenges and Prospects for Deriving Public Value from Government
Transparency. In: Wimmer, M.A., Chappelet, JL., Janssen, M., Scholl, H.J.
(Eds.) Electronic Government. EGOV 2010. Lecture Notes in Computer
Science, Vol. 6228. Springer, Berlin, Heidelberg, 50-60.

Diesch, R., Pfaff, M., Krcmar, H. 2020. A comprehensive model of information
security factors for decision-makers. Computers & Security, 92, 101747.

Dobrzycka, M. 2014, Strategie badawcze stosowane w naukach ekonomicznych. In:
Kucinski, K. (Ed.) Naukowe badanie zjawisk gospodarczych. Perspektywa
metodologiczna. Wolters Kluwer, Warszawa, 281-301.

Gajdzik, B., Grabowska, S. 2018. Leksykon poje¢ stosowanych w przemysle 4.0.
Zeszyty Naukowe Politechniki Slaskiej 132, 221-238.

Gilchrist, A. 2016. Industry 4.0. The Industrial Internet of Things. Apress.

Gokalp, E., Sener, U., Eren, P.E. 2017. Development of an Assessment Model for
Industry 4.0: Industry 4.0-MM. In: Mas, A., Mesquida, A., O'Connor, R., Rout,
T., Dorling, A. (Eds.) Software Process Improvement and Capability
Determination. SPICE 2017. Communications in Computer and Information
Science, Vol. 770. Springer, Cham, 128-142.

Hajduk, Z. 2012. Ogoélna metodologia nauk. KUL, Lublin.

Intalar, N., Jeenanunta, C. 2019. Effects of customer’s investment in ICT on partners
decisions through the supply chain: an empirical study of the manufacturing
industry in Thailand. Asian Journal of Technology Innovation, 27(2), 239-256.

Lee, J., Bagheri, B., Kao, H.A. 2015. A Cyber-Physical Systems architecture for
Industry 4.0-based manufacturing systems. Manufacturing Letters, 3, 18-23.

Mateos, A., Rosenberg, J. 2011. The Cloud at Your Service. The when, how, and
why of enterprise cloud computing. Manning Publications.

Mayer-Schonenberger, V., Cukier, K. 2014. Big Data: A Revolution That Will
Transform How We Live, Work. Eamon Dolan, Mariner Books.

Mell, P., Grance, T. 2011. The NIST Definition of Cloud Computing. U.S.
Department of Commerce, Gaithersburg.

Michna, A., Kazmierczak, J. 2020. Przemyst 4.0 w organizacjach. Wyzwania i
szanse dla mikro, matych i $rednich przedsigbiorstw. CeDeWu, Warszawa.

Miller, M. 2016. Internet Rzeczy. Jak inteligentne telewizory, samochody, domy i
miasta zmieniajg $wiat. PWN, Warszawa.

Pigtek, Z. 2017. Czym jest Przemyst 4.0? — czg$¢ 1. Available at: https://przemysl-
40.pl/index.php/2017/03/22/czym-jest-przemysl-4-0/.

Pieriegud, J., Paprocki, W., Gajewski, J. 2016. Cyfryzacja gospodarki i
spoleczenstwa — szanse i wyzwania dla sektorow infrastrukturalnych. Instytut
Badan nad Gospodarka Rynkowa — Gdanska Akademia Bankowa.

Schwab, K. 2018. Czwarta rewolucja przemystowa. Studio Emka, Warszawa.



Implications of Industry 4.0 for Security in Contemporary Organizations —
Perspective of Information Strategies
738

Sikorska-Michalak, A., Wojnitko, O., Dmowska, A. 1996. Stownik wspotczesnego
jezyka polskiego. WILGA, Warszawa.

Sudol, S. 2012. Nauki o zarzagdzaniu. Podstawowe problemy i kontrowersje. PWE,
Warszawa.

Sutkowski, L. 2012. Epistemologia i metodologia zarzadzania. PWE, Warszawa.

Sun, Y., Yang, Ch., Shen, X.L., Wang, N. 2020. When digitalized customers meet
digitalized services: A digitalized social cognitive perspective of omnichannel
service usage. International Journal of Information Management, 54, 102200.

Szczepaniuk, E.K., Szczepaniuk, H., Rokicki, T., Klepacki, B. 2020. Information
security assessment in public administration. Computers & Security, 90,
1017009.

von Solms, R., van Niekerk, J. 2013. From information security to cyber security.
Computers & Security, 38, 97-102.

Wojciechowska, R. 2016. Logika procesu badawczego w ekonomii. SGH,
Warszawa.

Wozniak, J., Zaskorski, P. 2021. Digital risk and communicating with the use of
ICTs during the COVID-19 pandemic. In: Proceedings of the 37th International
Business Information Management Association (IBIMA), 30-31 May, Cordoba,
Spain, 9730-9741.

Zaskorski, P. 2020. Creating the Population’s Situational Awareness of the
State/Status and Threats of Covid-19 By Using Modern Information
Technology. European Research Studies Journal, 23(3), 397-423.

Zaskorski, P., Wozniak, J., Zaskorski, W. 2020. Informational continuity of
operations in the context of safety and security research in contemporary
organizations. In: Proceedings of the 35th International Business Information
Management Association (IBIMA), 1-2 April, Seville, Spain, 14641-14653.

Zaskorski, P., Zaskorski, W., Wozniak, J. 2021. Swiadomo$¢ sytuacyjna a
bezpieczenstwo i informacyjna ciaglo$¢ dziatania w organizacjach
rozproszonych. WAT, Warszawa.

Zoubek, M., Poor, P., Broum, T., Basl, J., Simon, M. 2021. Industry 4.0 Maturity
Model Assessing Environmental Attributes of Manufacturing Company.
Applied Sciences, 11, 5151.



